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DETAILED ACTION 

1. Claims 1-47 are pending. 



Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

2. Claims 1-47 are rejected under 35 U.S.C. 101 because the claimed Invention 

Is directed to non-statutory subject matter. 

Claims 1 and 1 9 recites a method of encrypting data string that includes 
generating the n-dimensional entity comprising random bits, generating a bit sequence, 
determining an offset between a cursor position and a match bit in the n-dimensional 
entity, and modifying the generated bit sequence with the determined offset to generate 
an encoded data string. The claimed invention focuses on a mathematical algorithm of 
encrypting or encoding the data string that does not result in decrypting or decoding of 
this data string. Thus, the claimed invention is directed to mathematical algorithm that 
does not have a tangible result. 

Claims 36 and 44 recites a system for encrypting a data string and an apparatus 
for encrypting a data string. Although, the preamble discloses a structural apparatus 
but claims an "for encrypting a data string" and the body of this claim further recites 
instructions to receive data string and generating n-dimensional entity that comprises 
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random bits. Thus, claim 47 is identified as an apparatus including instructions 
executed by a computer and are considered program per se. 

Claim 47 recites an apparatus of encrypting a data string. Although, the 
preamble discloses a structural apparatus but body claims an "a means for" which 
recites steps for executing commands. Thus, claim 47 is identified as an apparatus, but 
the components of the apparatus are instructions executed by a computer and are 
considered program per se. 

All dependent claims are also rejected by virtue of their dependencies. 
MPEP: 

I. FUNCTIONAL DESCRIPTIVE MATERIAL: "DATA STRUCTURES " REPRESENTING DESCRIPTIVE 
MATERIAL PER SE OR COMPUTER PROGRAMS REPRESENTING COMPUTER LISTINGS PER SE 

Similarly, computer programs claimed as computer listings per se, i.e., the descriptions or 
expressions of the programs, are not physical "things." They are neither computer components nor 
statutory processes, as they are not "acts" being perfonned. Such claimed computer programs do not 
define any structural and functional interrelationships between the computer program and other claimed 
elements of a computer which permit the computer program's functionality to be realized. In contrast, a 
claimed computer-readable medium encoded with a computer program is a computer element which 
defines structural and functional interrelationships between the computer program and the rest of the 
computer which permit the computer program's functionality to be realized, and is thus statutory. See 
Lowry, 32 F.3d at 1583-84. 32 USPQ2d at 1035. Accordingly, it is important to distinguish claims that 
define descriptive material per se from claims that define statutory inventions. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by 
the manner in which the invention was made. 

3. Claims 1^7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
McDonough (US 6,549,563), and further in view of Rhoads (US 6,064,737). 

As per claim 1 : 

McDonough method of encrypting a data string, comprising: 
generating an n-dimensional entity, wherein the n-dimensional entity comprises 
random bits; and (col.6, lines 65 - col.7, line 1; the n-dimensional entity can 
broadly be given in light as a data sequence as disclosed by McDonough and the 
claimed bit sequence refers to a pseudorandom noise (PN) sequence (col.8, lines 
17-19 and col.9, lines 48-55) where the N-bit counter for generating a PN 
sequence of length 2N. ) 

for each bit in the data string: 

reading a number of bits from the n-dimensional entity; (col.4, lines 45-46) 
performing an action based in part on the read number of bits; (col.9, lines 33- 
39 and col.11, lines 21-27; McDonough discusses data sequence that was said 
above to have N-blts to generate the PN sequence where each data sequence 
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may be quite different from one another in terms of length and/or purpose. 
Hence, the purpose based on the bits is the claimed an action.) 
generating a bit sequence; (col.8, lines 17-19) 

selecting a direction within the n-dimensional entity based in part on the 
generated bit sequence; (col.9, lines 4-12 and col.11, lines 5-25) 

determining an offset between a cursor position and a match bit within the n- 
dimensional entity, wherein the match bit is based in part on the action, the 
direction, and the each bit in the data string; an (col. 10, lines 55-65 and col.11, lines 
5-35) 

modifying the generated bit sequence (col.7, lines 3-4) with the determined 
offset to generate an encoded data string, (col. 10, lines 43-50 and col.11, lines 65- 
66) 

IVIcDonough discusses changing the generated bit sequence with the 
determined offset and encoding the signals appropriately but did not provide further 
evidence of the bit sequence with an offset to generate an encoded data string. 

Rhoads discloses an invention of steganographic encoding relies on a pseudo 
random data signal to transform the message or identification data into a low level 
noise-like signal superimposed on the subscriber's digitized voice signal. This pseudo 
random data signal is known to both the subscriber's telephone (for encoding) and to 
the cellular carrier (for decoding). Rhoads discusses the seed can remain constant 
from one call to the next or in a more complex embodiment, a pseudo-one-time pad 
system may be used, wherein a new seed is used for each session (col.2, lines 47-60). 
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In addition, Rhoads teaches a reference noise key (e.g. 10,000 bits) from which the 
telephone selects a field of bits, such as 50 bits beginning at a randomly selected offset, 
and each used this excerpt as the seed to generate the pseudo random data for 
encoding and data sent from the telephone to the carrier (e.g. the offset) during the set- 
up allows the carrier to reconstruct the same pseudo random data for use in decoding 
(col.2, line 61 - col.3, line 7). Rhoads discloses encoding data to be transmitted allows 
the carrier to monitor the user's voice signal where the carrier periodically check by 
decoding the data to ensure they match and is legitimate (col.2, lines 24-39) and that 
there is not fraudulent activity (col,5, lines 19-27). 

Therefore, it would have been obvious for a person of ordinary skills in the art 
to combine the teaching of modifying the generated bit sequence with the determined 
offset as taught by McDonough with the teaching of the randomly selected offset to 
generate an encoded data string as taught by Rhoads because encoded data 
(col.2,lines 63-65) enables verification of the received data by decoding to verify 
whether its legitimate, hacked, or fraudulent (coL2,lines 33-46 and col. 5, lines 24-27). 

As per claim 2: the method of claim 1 , wherein generating the n-dimensional entity 
further comprises: generating a seed for a random number generator (Rhoads on 
coL2, lines 63-65); determining a number of dimensions of the n-dimensional entity; 
detemnining a length for each dimension of the n-dimensional entity (McDonough on 
coL3, lines 50-55); and populating the n-dimensional entity with bits from the random 
number generator. (McDonough on col.4, lines 30-50 and col.9, lines 48-55) 
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As per claim 3: see McDonough on col.1, lines 58-59; discussing tlie method of 
claim 2, wlierein the number of dimensions is determined based in part on at least one 
of a user selectable input, a default value, and a random number. 
As per claim 4: see McDonough on col.1, lines 58-59; discussing the method of 
claim 2, wherein the length of each dimensions is detemiined based in part on at least 
one of a user selectable input, a default value, and a random number. 
As per claim 5: see McDonough on col.1, lines 58-59 and col.7, line 1; discussing 
the method of claim 2, wherein the random number generator is arranged to produce a 
pseudo-random bit sequence. 

As per claim 6: see McDonougli on col.4, lines 45-46 and col.1 0, lines 52-53; 

discussing the method of claim 1 , wherein reading the number of bits from the n- 
dimensional entity further comprises reading a sequence of bits equal to a size of an op- 
code. 

As per claim 7: see Rhoads on col.2, lines 25-34; discussing the method of claim 6, 
wherein the size of the op-code is selected from at least one of a default size and a user 
selectable input. 

As per claim 8: see McDonough on col.4, lines 45-46 and col.1 0, lines 52-53; 
discussing the method of claim 1, wherein perfomiing the action further comprises a 
means for associating an action to the read number of bits. 
As per claim 9 see McDonough on col.4, lines 45-46 and col.1 0, lines 52-53; 

discussing the method of claim 1 , wherein performing the action further comprises: 
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interpreting the read number of bits as an op-code; determining an action associated 

with the op-code; and executing the action associated with the op-code. 

As per claim : see McDonough on col.4, lines 31 and 45 and col.10, lines 52-53; 

discussing the method of claim 1 , wherein performing the action further comprises 
associating the read number of bits with an action using at least one of a database, a 
table, a linked-list, and a program. 

As per claim 11: see McDonough on col.4, lines 45-46 and col.10, lines 52-53; 

discussing the method of claim 1 , wherein performing the action further comprises 
performing at least one of changing a cursor position, switching a bit state, reading a bit, 
modifying a bit, generating another n-dimensional entity, changing a direction, and 
modifying an interpretation of a bit state. 

As per claim 12: see McDonough on col.1, lines 58-59 and col.7, line 1; discussing 
the method of claim 1 , wherein generating a bit sequence further comprises generating 
a truly random bit sequence. 

As per claim 13: see Rhoads on col.2, lines 63-65; discussing the method of claim 1, 
further comprising, combining an encoded data string associated with a bit in the data 
string with another encoded data string associated with a different bit in the data string. 
As per claim 14: see McDonough on col.1, lines 63-65 and Rhoads on col.2, lines 
63-65; discussing the method of claim 1, further comprising exclusive or-ing each 
encoded data string with a previous encoded data string, wherein a first encoded data 
string is exclusively or-ed with a last encoded data string. 
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As per claim 15: see Rhoads on col.2, lines 63-65; discussing the method of claim 1, 
further comprising combining bits within an encoded data string with a corresponding bit 
within an obfuscation table. 

As per claim 16: see McDonough on col.1, lines 58-67 and Rhoads on col.2, lines 
63-65; discussing the method of claim 1 , further comprising modifying the length of at 
least one encoded data string. 

As per claim 17: see McDonough on col.7, line 1 and col.1 1, lines 65-66; discussing 
the method of claim 1 , further comprising including at least one random data string with 
the each encoded data string. 

As per clainn 18: see Rhoads on col.1 4, lines 16-19; discussing the method of claim 
1, wherein generating the n-dimensional entity further comprises determining a 
fingerprint associated with a computing system in which the method operates. 

As per claim 19: 

A method of encrypting a data string, comprising: 
generating an n-dimensional entity, wherein the n-dimensional entity is 
populated with pseudo-random bits; (col.6, lines 65 - col.7, line 1; the n-dimensional 
entity can broadly be given in light as a data sequence as disclosed by 
McDonough and the claimed bit sequence refers to a pseudorandom noise (PN) 
sequence (col.8, lines 17-19 and col.9, lines 48-55) where the N-bIt counter for 
generating a PN sequence of length 2N. ) 
for each bit in the data string: 
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determining a cursor position within the n-dimensional entity; determining a 
direction within the n-dimensional entity; (col.3, lines 49-55 and col.4, lines 42-45) 

determining a number of bits in the n-dimensional entity, wherein the bits are 
read from the determined cursor position along the determined direction; (col.7, lines 3- 
4) 

performing an action based in part on the determined number of bits; (col.7, 
lines 3-4) 

performing an action based in part on the read number of bits; (coL9, lines 33- 
39 and col.11, lines 21-27; McDonough discusses data sequence that was said 
above to have N-bits to generate the PN sequence where each data sequence 
may be quite different from one another in terms of length and/or purpose. 
Hence, the purpose based on the bits is the claimed an action.) 

generating a bit sequence; (col.8, lines 17-19) 

selecting another direction based in part on the bit sequence; (col.9, lines 4-12 
and col.11, lines 5-25) 

determining an offset between a match bit within the n-dimensional entity and 
the cursor position, wherein the match bit is based in part on the action, the other 
direction, and the each bit in the data string; and 

modifying the bit sequence (coL7, lines 3-4) with the determined offset to 
generate an encoded data string for each bit in the data string, (col.10, lines 43-50 and 
col.11, lines 65-66) 
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McDonough discusses changing the generated bit sequence with the 
determined offset and encoding the signals appropriately but did not provide further 
evidence of the bit sequence with an offset to generate an encoded data string. 

Rhoads discloses an invention of steganographic encoding relies on a pseudo 
random data signal to transform the message or identification data into a low level 
noise-like signal superimposed on the subscriber's digitized voice signal. This pseudo 
random data signal is known to both the subscriber's telephone (for encoding) and to 
the cellular carrier (for decoding). Rhoads discusses the seed can remain constant 
from one call to the next or in a more complex embodiment, a pseudo-one-time pad 
system may be used, wherein a new seed is used for each session (col.2, lines 47-60). 
In addition, Rhoads teaches a reference noise key (e.g. 10,000 bits) from which the 
telephone selects a field of bits, such as 50 bits beginning at a randomly selected offset, 
and each used this excerpt as the seed to generate the pseudo random data for 
encoding and data sent from the telephone to the carrier (e.g. the offset) during the set- 
up allows the carrier to reconstruct the same pseudo random data for use in decoding 
(col.2, line 61 - col.3, line 7). Rhoads discloses encoding data to be transmitted allows 
the carrier to monitor the user's voice signal where the carrier periodically check by 
decoding the data to ensure they match and is legitimate (col.2,lines 24-39) and that 
there is not fraudulent activity (coL5, lines 19-27). 

Therefore, it would have been obvious for a person of ordinary skills in the art 
to combine the teaching of modifying the generated bit sequence with the determined 
offset as taught by McDonough with the teaching of the randomly selected offset to 
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generate an encoded data string as taught by Rhoads because encoded data 
(col.2,lines 63-65) enables verification of tlie received data by decoding to verify 
wliether its legitimate, hacked, or fraudulent (col.2,llnes 33-46 and col.5, lines 24-27). 
As per claim 20: see McDonough on col.6, line 65-col.7, line 1 ; discussing the 
method of claim 19, wherein generating the bit sequence further comprises generating a 
truly random bit sequence. 

As per claim 21: see McDonough on col.4, lines 45-46; discussing the method of 
claim 19, wherein determining the number of bits in the n-dimensional entity, further 
comprises a means for determining an action based in part on the read number of bits. 
As per ciaim 22: see l\/lcDonough on col.10, lines 50-55; discussing the method of 
claim 19, wherein performing an action further interpreting the determined number of 
bits as an op-code; and executing an action associated with the op-code. 
As per claim 23: see Rhoads on col.2, lines 63-65; discussing the method of claim 
19, further comprising employing an obfuscation table to obfuscate the encoded data 
string for each bit in the data string. 

As per claim 24: see McDonough on col.8, lines 10-54; discussing the method of 
claim 19, wherein determining the cursor position further receiving a cursor position; 
and nonnalizing the received cursor position to within a boundary of the n-dimensional 
entity. 

As per claim 25: see McDonough on col.7, lines 33-45; discussing the method of 
claim 24, wherein normalizing the received cursor position further comprises employing 
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a circular orbiting algorithm to the cursor position until the cursor position is within the 
boundary of the n-dimensional entity. 

As per claim 26: see McDonough on col.8, lines 3-7; discussing the method of claim 
19, wherein selecting another direction further comprises employing a predetermined 
set of bits in the bit sequence to select the other direction. 

As per claim 27: see McDonough on col.10, lines 43-50; discussing the method of 
claim 19, wherein modifying the bit sequence with the offset further comprises 
overwriting a predetermined set of bits in the bit sequence with the determined offset. 
As per claim 28: see McDonough on col.4, lines 1-50; discussing the method of 
claim 19, wherein determining the offset further comprises generating another n- 
dimensional entity, if the match bit is not located. 

As per claim 29: see McDonough on col.3, lines 33-34 and coL4, lines 1-50; 

discussing the method of claim 19, wherein determining the offset further comprises 
setting a bit in the bit sequence, if the match bit is not located. 
As per claim 30: see Rhoads on col. 14, lines 16-19; discussing the method of claim 
19, wherein generating the n-dimensional entity, further comprises: generating a 
fingerprint based in part on a computing system in which the method operates; and 
detemriining a characteristic of the n-dimensional entity based in part on the fingerprint. 
As per claim 31: see Rhoads on col.2, lines 63-65; discussing the method of claim 
30, wherein the characteristic of n-dimensional entity further comprises at least one of a 
length of a side, a number of dimensions, and a seed for a random number generator 
which is enabled to populate the n-dimensional entity with random bits. 
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As per claim 32: see Rhoads on col.2, lines 57-58; discussing the method of claim 
30, wherein the fingerprint further comprises a hash of at least one of a Central 
Processing Unit's (CPU's) kernel speed, CPU serial number, CPU family identity, CPU 
manufacturer, an operating system globally unique identifier (QUID), a hardware 
component enumeration, Internet Protocol (IP) address. BIOS serial number, disk serial 
number, kernel version number, operating system version number, operating system 
build number, machine name, installed memory characteristic, physical port 
enumeration, customer supplied ID, and a MAC address. 

As per claim 33: see Rhoads on col.2, lines 4-5; discussing the method of claim 32, 
wherein the hash further comprises at least one a Message Digests (MD), a secure 
hash, and a Secure Hash Algorithm (SHA). 

As per claim 34: see Rhoads on col.2, lines 52-65 and col. 14, lines 16-19; 

discussing the method of claim 19, wherein generating the n-dimehsional entity, further 
comprises: creating a digest in part from a fingerprint associated with a computing 
system in which the method operates; seeding a pseudo-random number generator in 
part with the digest; determining a number of dimensions of the n-dimensional entity 
based in part on an output of the pseudo-random number generator; and determining a 
length of a side of the n-dimensional entity based in part on another output of the 
pseudo-random number generator. 

As per claim 35: see Rhoads on col.2, lines 52-65 and col.14, lines 16-19; 

discussing the method of claim 34, wherein creating the digest further comprises, 
combining the fingerprint with a user seed to create the digest. 
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As per claim 36: 

A system for encrypting a data string, comprising: 

an entity generator that is arranged to generate an n-dimensional entity; (col.6, 
lines 65 - col.7, line 1; the n-dimensional entity can broadly be given in light as a 
data sequence as disclosed by McDonough and the claimed bit sequence refers 
to a pseudorandom noise (PN) sequence (coi.8, lines 17-19 and col.9, lines 48-55) 
where the N-bit counter for generating a PN sequence of length 2N. ) 

a mapper, arranged to receive the n-dimensional entity, and perform actions, 
comprising: 

bits; (coL8, lines 17-19) 

receiving a data string; and (col.9, lines 46-54) 

for each bit in the data string: 

reading a number of bits from the n-dimensional entity; (col.4, lines 45-46) 

performing an action based in part on the read number of generating a bit 
sequence; (col.9, lines 33-39 and col.11, lines 21-27; McDonough discusses data 
sequence that was said above to have N-bits to generate the PN sequence where 
each data sequence may be quite different from one another in terms of length 
and/or purpose. Hence, the purpose based on the bits is the claimed an action.) 

selecting a direction within the n-dimensional entity based in part on the 
generated bit sequence; (col.9, lines 4-12 and col.11, lines 5-25) 

determining an offset between a cursor position and a match bit within the n- 
dimensional entity, wherein the match bit is based in part on the action, the 
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direction, and the each bit in the data string; and (col.10, lines 11-21 and col.11, 
lines 33-38) 

modifying the generated bit sequence (col-7, lines 3-4) with the determined 
offset to generate an encoded data string, (col. 10, lines 43-50 and col.11, lines 65-66) 

McDonough discusses changing the generated bit sequence with the 
determined offset and encoding the signals appropriately but did not provide further 
evidence of the bit sequence with an offset to generate an encoded data string. 

Rhoads discloses an invention of steganographic encoding relies on a pseudo 
random data signal to transform the message or identification data into a low level 
noise-like signal superimposed on the subscriber's digitized voice signal. This pseudo 
random data signal is l<nown to both the subscriber's telephone (for encoding) and to 
the cellular carrier (for decoding). Rhoads discusses the seed can remain constant 
from one call to the next or in a more complex embodiment, a pseudo-one-time pad 
system may be used, wherein a new seed is used for each session (coL2, lines 47-60). 
In addition, Rhoads teaches a reference noise key (e.g. 10,000 bits) from which the 
telephone selects a field of bits, such as 50 bits beginning at a randomly selected offset, 
and each used this excerpt as the seed to generate the pseudo random data for 
encoding and data sent from the telephone to the carrier (e.g. the offset) during the set- 
up allows the carrier to reconstruct the same pseudo random data for use in decoding 
(col.2, line 61 - col.3, line 7). Rhoads discloses encoding data to be transmitted allows 
the carrier to monitor the user's voice signal where the carrier periodically check by 
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decoding the data to ensure they match and is legitimate (col.2,lines 24-39) and that 
there is not fraudulent activity (col. 5, lines 19-27). 

Therefore, it would have been obvious for a person of ordinary skills in the art 
to combine the teaching of modifying the generated bit sequence with the determined 
offset as taught by McDonough with the teaching of the randomly selected offset to 
generate an encoded data string as taught by Rhoads because encoded data 
(col.2, lines 63-65) enables verification of the received data by decoding to verify 
whether its legitimate, hacked, or fraudulent (col.2,lines 33-46 and col. 5, lines 24-27). 
As per claim 37: the system of claim 36, wherein the entity generator generates the n- 
dimensional entity by performing actions, comprising: determining a seed for a random 
number generator (Rhoads on col.2, lines 63-65); determining a number of 
dimensions of the n-dimensional entity; determining a length for each dimension of the 
n-dimensional entity (McDonough on col.3, lines 50-55); and populating the n- 
dimensional entity with bits from the random number generator. (McDonough on 
col.4, lines 30-50 and col.9, lines 48-55) 

As per claim 38: see Rhoads on col.2, lines 63-65 and col.14, lines 16-19; 

discussing the system of claim 37, wherein determining the seed further comprises 
creating the seed from a combination of a user seed and a fingerprint that is associated 
with a computing system in which the system operates. 
As per claim 39: see McDonough on colA lines 1-50 and col.7, lines 9-18; 

discussing the system of claim 37, wherein the initial cursor position is determined 
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based in part on normalizing a received cursor position to within a boundary of the n- 
dimensional entity. 

As per claim 40: see McDonough on col.7, line 1; discussing the system of claim 37, 
wherein the number of dimensions is determined based in part on at least one of a user 
selectable input, a default value, and a random number. 

As per claim 41: see McDonough on col.7, lines 9-55; discussing the system of claim 
36, wherein the generated n-dimensional entity is populated with pseudo-random bits. 
As per claim 42: see McDonough on col.4, lines 45-46 and col. 10, lines 42-50; 
discussing the system of claim 36, wherein performing the action further comprises 
performing at least one of changing a cursor position, switching a bit state, reading a bit, 
generating another n-dimensional entity, changing a direction, and modifying an 
interpretation of a bit state. 

As per claim 43: see McDonough on col.4, lines 39-40 and col.10, lines 42-50; 

discussing the system of claim 36, wherein generating a bit sequence further comprises 
generating a truly random bit sequence. 
As per claim 44: 

An apparatus for encrypting a data string, comprising: 

a transceiver that receives the data string and sends an encoded array; 

coupled to the transceiver, an n-dimensional encrypter that is arranged to 
perform actions, comprising: 

generating an n-dimensional entity, wherein the n-dimensional entity comprises 
random bits; and(col.6, lines 65 - col.7, line 1; the n-dimensional entity can broadly 
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be given in liglit as a data sequence as disclosed by IVIcDonougii and tlie claimed 
bit sequence refers to a pseudorandom noise (PN) sequence (col.8, lines 17-19 
and col.9, lines 48-55) where the N-bit counter for generating a PN sequence of 
length 2N. ) 

for each bit in the received data string: 

reading a number of bits from the n-dimensional entity; (col.4, lines 45-46) 

performing an action associated with the read number of bits; (col.9, lines 33- 
39 and col. 11, lines 21-27; McDonough discusses data sequence that was said 
above to have N-bits to generate the PN sequence where each data sequence 
may be quite different from one another in terms of length and/or purpose. 
Hence, the purpose based on the bits is the claimed an action.) 

generating a bit sequence; (col.8, lines 17-19) 

selecting a direction within the n-dimensional entity based in part on the 
generated bit sequence; (col.10, lines 11-21 and col.11, lines 33-38) 

determining an offset between a cursor position and a match bit within the n- 
dimensional entity, wherein the match bit is based in part on the action, the 
direction, and the each bit in the received data string; and (col.9, lines 4-12 and col.11, 
lines 5-25) 

modifying the generated bit sequence (col.7, lines 3-4) with the determined 
offset to generate an encoded data string, wherein the encoded data string represents a 
row within the encoded array, (col.10, lines 43-50 and col.11, lines 65-66) 



Application/ Control Number: 10/691,355 Page 20 

Art Unit: 2135 

McDonough discusses changing tlie generated bit sequence with the 
determined offset and encoding the signals appropriately but did not provide further 
evidence of the bit sequence with an offset to generate an encoded data string. 

Rhoads discloses an invention of steganographic encoding relies on a pseudo 
random data signal to transform the message or identification data into a low level 
noise-like signal superimposed on the subscriber's digitized voice signal. This pseudo 
random data signal is known to both the subscriber's telephone (for encoding) and to 
the cellular carrier (for decoding). Rhoads discusses the seed can remain constant 
from one call to the next or in a more complex embodiment, a pseudo-one-time pad 
system may be used, wherein.a new seed is used for each session (col.2, lines 47-60). 
In addition, Rhoads teaches a reference noise key (e.g. 10,000 bits) from which the 
telephone selects a field of bits, such as 50 bits beginning at a randomly selected offset, 
and each used this excerpt as the seed to generate the pseudo random data for 
encoding and data sent from the telephone to the carrier (e.g. the offset) during the set- 
up allows the carrier to reconstruct the same pseudo random data for use in decoding 
(col.2, line 61 - col.3, line 7). Rhoads discloses encoding data to be transmitted allows 
the carrier to monitor the user's voice signal where the carrier periodically check by 
decoding the data to ensure they match and is legitimate (col.2,lines 24-39) and that 
there is not fraudulent activity (coL5, lines 19-27). 

Therefore, it would have been obvious for a person of ordinary skills in the art 
to combine the teaching of modifying the generated bit sequence with the determined 
offset as taught by McDonough with the teaching of the randomly selected offset to 
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generate an encoded data string as taught by Rhoads because encoded data 
(col.2,lines 63-65) enables verification of the received data by decoding to verify 
whether its legitimate, hacked, or fraudulent (col.2, lines 33-46 and col. 5, lines 24-27). 
As per claim 45: see McDonough on col.4, lines 45-46 and col. 10, lines 52-53; 
discussing the apparatus of claim 44, wherein reading the number of bits from the n- 
dimensional entity further comprises reading a sequence of bits equal to a size of an op- 
code. 

As per claim 46: see McDonough on col.4, lines 45^6 and coL10, lines 42-50; 
discussing the apparatus of claim 44, wherein performing the action further comprises 
performing at least one of changing a cursor position, switching a bit state, reading a bit, 
modifying a bit, generating another n-dimensional entity, changing a direction, and 
modifying an interpretation of a bit state. 
As per claim 47: 

An apparatus of encrypting a data string, comprising: 

a means for generating an n-dimensional entity; (coL6, lines 65 - coL7, line 1; 
the n-dimensional entity can broadly be given in light as a data sequence as 
disclosed by McDonough and the claimed bit sequence refers to a pseudorandom 
noise (PN) sequence (col.8, lines 17-19 and coL9, lines 48-55) where the N-bit 
counter for generating a PN sequence of length 2N. ) 

a means for receiving the data string; (col.7, lines 3-4) 

a means for performing an action for each bit in the data string based in 
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part on the n-dimensional entity; (col.9, lines 33-39 and col.11, lines 21-27; 
McDonough discusses data sequence that was said above to have N-bits to 
generate the PN sequence where each data sequence may be quite different from 
one another in terms of length and/or purpose. Hence, the purpose based on the 
bits Is the claimed an action.) 

a means for generating a random bit sequence (col.8, lines 17-19) associated 
with each bit in the data string; and(col.9, lines 4-12 and 48-55 and col.11, lines 8-10) 

a means for modifying the each random bit sequence with an offset associated 
with each bit in the data string, wherein the offset is based in part on the action, the n- 
dimensional entity, and the each bit in the data string, (col.10, lines 43-50 and col.11, 
lines 65-66) 

McDonough discusses changing the generated bit sequence with the determined 
offset and encoding the signals appropriately but did not provide further evidence of the 
bit sequence with an offset to generate an encoded data string. 

Rhoads discloses an invention of steganographic encoding relies on a pseudo 
random data signal to transform the message or identification data into a low level 
noise-like signal superimposed on the subscriber's digitized voice signal. This pseudo 
random data signal is known to both the subscriber's telephone (for encoding) and to 
the cellular carrier (for decoding). Rhoads discusses the seed can remain constant 
from one call to the next or in a more complex embodiment, a pseudo-one-time pad 
system may be used, wherein a new seed is used for each session (col.2, lines 47-60). 
In addition, Rhoads teaches a reference noise key (e.g. 10,000 bits) from which the 
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telephone selects a field of bits, such as 50 bits beginning at a randomly selected offset, 
and each used this excerpt as the seed to generate the pseudo random data for 
encoding and data sent from the telephone to the carrier (e.g. the offset) during the set- 
up allows the carrier to reconstruct the same pseudo random data for use in decoding 
(col.2, line 61 - col.3, line 7). Rhoads discloses encoding data to be transmitted allows 
the carrier to monitor the user's voice signal where the carrier periodically check by 
decoding the data to ensure they match and is legitimate (coL2,lines 24-39) and that 
there is not fraudulent activity (col. 5, lines 19-27). 

Therefore, it would have been obvious for a person of ordinary skills in the art to 
combine the teaching of modifying the generated bit sequence with the determined 
offset as taught by McDonough with the teaching of the randomly selected offset to 
generate an encoded data string as taught by Rhoads because encoded data 
(col.2,lines 63-65) enables verification of the received data by decoding to verify 
whether its legitimate, hacked, or fraudulent (col.2,lines 33-46 and col.5, lines 24-27). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LEYNNA T. HA whose telephone number is (571 ) 272- 
3851 . The examiner can normally be reached on Monday - Thursday (7:00 - 5:00PM). 



Application/ Control Number: 10/691,355 Page 24 

Art Unit: 2135 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status infomiation for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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